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AT 2 3 | EEAEERA S MBI | - FERERRRICFIRVWERE TR ba. FHRUAHNE
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3.3. RtNEE—&8

3.3.1. EXY—EXMEE—E

e AY—EXTlH BHUAHIGU TUTOMEEIRFELET .
o HRHIV—IR—HIVICLDZTE 24 B5R5 365 H (HEREDH)., OZFITFEH 9 B~17 B (XEXR
FInEbR<) ERRDET, FHllE. 6.4 BEIVLWSDE - FEEEST] 2SRBLTLIZE0,.

(BEARTS>]
R RE B
1R4E HREIIZ—R—=5IL DRI —IR—F)ZRHLUET . DRIY—IR—F)L
TRHaEE Tld. B S — bR, FESEVEOE. /FEIKFE
. CENIER - - EXERTEBROMER. BESFED
OJA4>7hD> NER, ZEA—)LNE. SIBEHRMER
REMTZET.
EREY OJURE Microsoft Sentinel [CIZ#TEESINTVNDT —F IR
TEfHHREE O5zFBLTOJZRELET,
Be0J 51 Microsoft Sentinel [(CFRETERENTVIHOSY
DZFAWTE#SDZITVET,
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EHEnEX/ B Ehx L

NTT ROEEZRIN B EhEN/EEx38o Playbook %z
YERX L. Microsoft Sentinel (CERUZX Y. BENESI/H
BN IE R (CHERE T DN EERZITUL\E T,

o BIRBURAUKEEE. [OJIRE] (B8OOI D/ BEhEH] (B80T D/ EENEX/EEXT0L] D&
ttw hCTiRMEN. 1 DB EERWZIEEFT.
o OERERMHEEEDOSHR UIAHFCE. BR— /A REBRVZEEFT,

DEIREURMHERE T/ X]

HR— ;AR BIRBMR (iae
‘ BEIOD3F
) BHEOY 24
O ke JA=E 3R
/ E1EhE%N
/B Ehx3L
+ Microsoft Entra ID P1 ()
. —
+ Microsoft Entra ID P2
- Microsoft Defender for Identity —
- Microsoft Defender for Endpoint —
+ Microsoft Defender for Business
- Microsoft Defender for Cloud Apps — [ )
+ Microsoft Defender for Office 365 —
- UEBA — —
- Threat Detection — —

. [BEI0I D/ BEnEX] E/2@E [BE0OT94/ BENEX/BEL] Z8H LADHBE. BIRSNn

EFINARCHIETD TOJURE] &, HETRUAHFWZEBENGDET,
fRfitiaE BR—bFF)IA R HETHULAHDBERR
OJWsk (WKL R)
BB D/ B EhiEAN Microsoft Defender for Office 365 Microsoft Defender for Office 365
UEBA Microsoft Entra ID P1 or Microsoft
Entra ID P2
BEO0D/ BEhEa/s | Microsoft Entra ID P1 Microsoft Entra ID P1
Microsoft Entra ID P2 Microsoft Entra ID P2
Byl Microsoft Defender for Identity Microsoft Defender for Identity
Microsoft Defender for Endpoint Microsoft Defender for Endpoint
Microsoft Defender for Business Microsoft Defender for Business
Microsoft Defender for Cloud Apps Microsoft Defender for Cloud Apps
Microsoft Defender for Office 365 Microsoft Defender for Office 365
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52X, TSecurityEvents] KT [AzureActivity] OFEEOTY —AEFTHREUEVES
(F. BESFCTHEOTDINERENBETT, B, ZHOD DUNESTEN FARBIEUE &2
DBE(E BIENTT ROEESHRRAAITOZEETISENMREERD ., ZEERHANBEERDET ., H
B FAIDINEREZ (T TIZBEEOT D/ BERBIRDOMRERDFH A

Threat Detection (BEIOJ347/BENEA) (CDLWTODFESEIE
Threat Detection ZFIH=N3HE(E. BEHICT Threat Detection (CXH& L 2O dDUNE
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s AY—EXTE AT23>H—-EXD EEMFERA > MBI Z2NWEE. ZORA> bz
HBTDZET. UTOFEKIEHKEE Z BB TN SOEFIKBERF (CEDSRMLET.

o EEER. FEREOFEANS 3 EEBLURNCEBNZUET . FEEMETH 9 B~17 B OK&F
KREFIZEPR<) ERDFET,

o [FEFICTIRIRCTETDMEEL L AETTLELU FEMNTT U — AN Close /2D FE T IRDIFEMK
HaddEFTEFTEA

(VFERARFATLRE

BERA
> M
1 OJRFHMZE Log Analytics D— O ZAR—R(CREIT DO DRFHM[IE | 1
HRELUTESTTIAI S 30days TIH. AH—EXTE
90days ZHHARE & LTVET,
VERMFADREEICLD . UTOREBADEEN LTI
1#FHAR (30, 31, 60, 90, 120, 180, 270, 365, 550,
730)

2| HLBRANRTE Microsoft Sentinel T4l (HkbEet. 7HT> b/ |1
J—RULY N) BRERIERNSHDBEE. LRI
RELET.

No. | fEERIKFRERE #i=
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T> RI-—TBEHDOBHASTICDOVWTEEN D DIHS(E. B

AICEDERELET,

- ¥E] AIR DFERMN NG IZo EiZE(ICEMEND I R
A—HEHOBHABCDVWTEENHDIZE(E. BHFEICE
DERELFET,

- AIR B EETOINZRBCEDIHRELFT,

- XDR R—FIUREZRIR T DIHECHEBIREEZ. BHE
(CEDERELET,

B HIBRUTEWT =S OR05 %, BEICEDEHREL
F9,

- BEIHLARRSN 7S — hDERRHIBRZE., BEICEDSHE
UESCH
- NTT ROEBESRABEFHOT Rk —/ (5000
EER, BRECEDEIRELET.

- NTT ROEEZREEOOT ikt — )\ —DIRFZ A
(CEDEEMLET.

- JOvOUX MR/ FIAFRIEDZSD, #HtT IP 7 RL

ik HIRERBCEDEIEMUET .
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3.4. RftHEE (BAY—EXHEE)

3.4.1. HhRHAI—R—FI

o AY—EXTE. ARII-—MR—FIIL 2L, T—EXEUTHRHENDIED(E. BERNCHR
IY—IR—F)L7zZB L CTRftenZxz .

o PESFELFIVTATRIATU—LEIH-EDOPWDED([F. INTHRIN—IR—F)LZi&
CTyxDERDENET.

o HARII—MR—HIUE ServiceNow ZFIFALTED . HBBESFEQFA>HF - MST7IERXTD
CENTIRETT

o ARII—R—=FIADOTA U (FEBRBADFHANTIETT .

o HARII—MR—FILTE, RESENEDE. FREKBOHF. SEFSFTDITEZNIER - U—EX
FEBRDIHER. ZEA—IERE. BESFOOTA>FHO> NEER (A—T -8B - £HE,
EIRFERER L), RIEBR (THBIR. SHNSE. FEVZ2T7)L) OTHERIREMTRET.

o BESFOOTA2TAHI ML BEELBHEL 2 DOERNSHDFET, EBETHDI> b
(F I—T—DEIMNeIgETY . BHET7HD> ME. BPEEOI Y —BREENTIETT.

(BE) HRAIX—R=FILA A=

@ d‘o”comoBusiness sPVWEDE 1ER R T-2A-K FLwy H-EAREWE ThovHEE~-

FEWLWaEHhYE i FE r—2—8
Lo R : :
BELADYNTRET SR L. BEETATLYY—E r—Z—RERTLET
T ETW
TLw @ T —EARTEER O FThov ~EE
REEBRELURENTRTT F-EAMEWE-—RERTLET FHYY FEEAZ1—EERLET

o HRIAY—IR=FIVLICIFE, Fv>a1R— RigEEND D . Microsoft Sentinel IR R ZED S T THE
mIdDIENTEFT,

e VS MHELEIDE Logic Apps B U THRIN—MR—F)LICT—IANEEREENFET, FvS
IN—RZBBIDIET. U—ADMERZERIT D ENTEFET,
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State - ServiceNow

Severity - Logic Apps

B J0-X#EH=247(296%) W BEHFERES =1(0.4%)

State - Logic Apps

Product - Logic Apps

%,

(*)
%, %,
s

%
4, %, *
%% %

» ° N

M 3Closed=242(97.58%) M LNew=5(2.02%)

LNew

2Active=1(0.4%)

I N TR T S

T=AhIo> bk

M 2Active W 3.Closed

D3I n%&nH

#i=

State - ServiceNow

T—ADRAT—HFADLLE

State - Logic Apps

Logic Apps MDA F—% ADLEHR

Severity - Logic Apps

Logic Apps DRAFT—HREEBRET EDT— X

Product - Logic Apps

Logic Apps DRAFT—S X EHR—

hFIAXZ DT —RE

T—ADAT—HR(IT—RTDEDDIREEZ. Logic Apps DAFT—4 A(E Logic Apps DILIETE T B

DIREEZRUET

~ =

o AZEIFTUMIEAUTBHESNDIA—ILDT A ILIYU L TREEEMLUET .

+  CCTHEEULEZRE.

HEBNRETDIA—IDOHBHEINET.

c REVREITDIHRDF—T— R ZEMRINETDIHRDF—T— R, EEXD Severity (CK
DIAIIUTRETEEY.
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HFRBOF—T—FZIETIZBRE. HhUR()TEY>TERE LT LSV

HFRBOF-V-FZETLLESE. WINANI—BIThERERRELDEY

K- BEEZETLABRR. WTNNMNI—RTHIIBERNSALLD £
L. (BREHARKLTZIF—V7—FORE] IKEHTEIX-ILIIOVWTIE, BEARCEDET

FHARADF—T—F

HEBOF—7— FEERYT BRI, DY) TEY>TRRELTIREL

X—)L#ER
VA
¥ 8RA)
NKZA7—FKUty FER

TR - [EREATRRES Rl

12257 FRERR

Severity
High
Medium
Low

Info

3.4.2. OV

«  AY—EXTIE Microsoft Sentinel (CIRETERESN TS T —YIRTFZFALTOIZIR
%£UZEY. Microsoft Sentinel L CF—4RT A (CKD> THRHET/I\ A REBEHEUFT,

o AHBEEOCHIARMBRRTE, UNETDIOTDRFRTHAM (Azure Monitor OOJRFHAR) (&,
Microsoft Sentinel M7 J #JL h® 30days "5ZE L. 90days THEULET,

o CHAMBEICIEEREZRBVCIE & BEDZE ( 30, 31, 60, 90, 120, 180, 270, 365,
550, 730days & D3&IR) HNeJgE T, d. OTJRFHARIE. Sentinel BATDREERD, WHR

TIAAZ EICRFIBIZESRET D LFTEFEREA.

[BEOJ2H/BEnEX] [BE0OJ 94/ BENBA/BEN] ZHHUAHDIEE. OJRTH

IRV ETDROTEEN TRz, 90 B E(TE%

ETDEEZMBLTHDET.
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(O REE]
WRFTINA R FRTIF—HIARIH FIAINEEDY | OJUEE Configuration SREZEE (GEIRE®
(Babsza) {EmIEE)
- Microsoft Entra ID | Microsoft Entra ID Sign-In Logs Service Principal Sign-In Logs (Preview)
Audit Logs

P1
+ Microsoft Entra ID
P2

Managed Identity Sign-In Logs
(Preview)

Provisioning Logs (Preview)

ADFS Sign-In Logs (Preview)

User Risk Events (Preview)

Risky Users (Preview)

Network Access Traffic Logs (Preview)
Risky Service Principals (Preview)

Service Principal Risk Events (Preview)

Microsoft Entra ID
Protection

X Microsoft Entra ID P1

T AR

FT—HIARTINS
IREENZ0T *1

- Microsoft Defender
for Identity

Microsoft Defender for
Identity

F—HARTINS
IN&E2=N300 *1

- Microsoft Defender

for Endpoint
+ Microsoft Defender

for Business

Microsoft Defender for
Endpoint

F—HARTINS
IN&E=N300 *1

- Microsoft Defender
for Cloud Apps

Microsoft Defender for
Cloud Apps

Alerts

Cloud Discovery Logs (Preview)

+ Microsoft Defender
for Office 365

Microsoft Defender for
Office 365

FT=FIARTINS
INE=N3O0T *1

*1 INSOOJCDULTIE,. Microsoft Sentinel FMDF—4 RIS EE COJEZIRIRREINETA
Ht. OY D&% [SecurityAlert] =—JJLTY,

e Microsoft Defender XDR AL I BIZEFUATDED ERRDET,

+ Microsoft Entra ID
P2

WRTINA R FIRY35F—FaR0H5 | FIAINBMEEOY O2 % Configuration REZXEE (EiREG
(BAEZR) EnsEe)
- Microsoft Entra ID Microsoft Entra ID SigninLogs(Sign-in Service Principal Sign-In Logs
P1 ,I&?J?:I?t)Logs(Audit (Preview)
Logs) Managed Identity Sign-In Logs
(Preview)

Provisioning Logs (Preview)

ADFS Sign-In Logs (Preview)

User Risk Events (Preview)

Risky Users (Preview)

Network Access Traffic Logs (Preview)
Risky Service Principals (Preview)

Service Principal Risk Events (Preview)
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Microsoft Defender SecurityIncident - *1
XDR Security Alert
- Microsoft Defender
for Identity
- Microsoft Defender
for Endpoint
- Microsoft Defender
for Business
- Microsoft Defender
for Cloud Apps
- Microsoft Defender
for Office 365
. Threat Detection Common Event CoomomSecuritylog | -
Format(CEF) via AMA
Syslog via AMA Syslog -
*1 XDR 19 B & [Cloud Discovery Logs (Preview)! M7 —2(FURESNTWNDIDT., BE SO (CH
173 TOJYXE Configuration :XEZE : Microsoft Defender for Cloud Apps] (&. EBLA
HARBEERDFT,

(%) Microsoft Azure Sentinel >—4 %%
https://learn.microsoft.com/ja-jp/azure/sentinel/data-connectors-reference

3.4.3. BE8O0J5HH

«  AY—-EXTIE. Microsoft Sentinel (CIRETEEEN TV MO Y UZBVWTEBIOI DR
ZITWET,

«  Microsoft Sentinel £T(&, &F/\ARICH LT, NTT ROEBESRIANADR S ATRRIMNOS v
ZIRATE DD TIFIRL . Microsoft DO W UZBRCTDDFHTH D . Microsoft L DIRA
O>yOICR> TP S— bR hEnEzd,. (UEBA ZF5<)

«  AY—BEXTE. BIED Severity (EEE) OV > — MRIMENZE(IC, NTT ROEEDRR
ME® Playbook MHEEEIC KD BENEAN - BEIUZERMLET .

o FT)ARBEEMMELTVDIDMOZSY IEUTOEDTY, cnsoO>y I RAFIALE

BhA,
[(XDR FREA]
WRFTINA R BMETILMO>S YD
- Microsoft Entra ID P1 - Advanced Multistage Attack Detection (Fusion) *1

- Anomalous sign-in location by user account and authenticating application

- Attempt to bypass conditional access rule in Microsoft Entra ID
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- Brute force attack against a Cloud PC

- Distributed Password cracking attempts in Microsoft Entra ID

- MFA Spamming followed by Successful login

- Microsoft Entra ID PowerShell accessing non-Entra ID resources
- Password spray attack against Microsoft Entra ID application

- TI Map IP Entity to SigninLogs

- MFA Rejected by User

- Privileged Accounts - Sign in Failure Spikes

- Sign-ins from IPs that attempt sign-ins to disabled accounts

+ Successful logon from IP and failure from a different IP

- User Accounts - Sign in Failure due to CA Spikes

- Microsoft Entra ID P2 - Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Entra ID Protection alerts

- Microsoft Defender for Identity - Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Defender for Identity Alerts

- Microsoft Defender for Endpoint - Advanced Multistage Attack Detection (Fusion) *1

- Microsoft Defender for Business - Create Incidents based on Microsoft Defender for Endpoint Alerts

- Microsoft Defender for Cloud
Apps

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Cloud App Security alerts

- Microsoft Defender for Office
365

- Advanced Multistage Attack Detection (Fusion) *1

- Create Incidents based on Microsoft Defender for Office 365

- UEBA*2

XHFEOS WY - XOAT7Y 227 (d Microsoft DIZEMEET I N, BESF(TB\EHIT D

BfEZ NTT ROEESRIMBTHELTLET,

(Preview) Microsoft Threat Intelligence Analytics
FETEERSNTCVWSIEENTOZ Y ITY,
FETEREINTWBRI LY —/IT>FT 1T DITEDHOSYITT,
*3NTT ROEEDSRR YR—TRSOARDAZ1—ETT,

+ Threat Detection *3

*1 Microsoft Sentinel (C

*2 Microsoft Sentinel (C

[XDR & A]
MWHRT IR
+ Microsoft Entra ID P1

amtIdBIO0>Y o
XDRKREADBELERL
ROy TOBMEIERE

- Microsoft Entra ID P2

- Microsoft Defender for Identity

- Microsoft Defender for Endpoint

- Microsoft Defender for Business

- Microsoft Defender for Cloud Apps
- Microsoft Defender for Office 365

- Threat Detection XDR FKEADIFE LR
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<UEBA (A—Y—/I>F«T«178HH) >

* UEBA (Z. Microsoft Sentinel ((EBEETRESN TR ILI—Y—/IT 25451 DITEHHOS YD
T9Y,
COHEET(E. I —PZOMDI T« T+ DBEDOITEIZFE L. BETHZIRML. TD
TENCEFIUT v LOEENGDINEDHZEIM THITLI S — hEKRLFET,
(B8%&) 1—Y—/IT>F«5«1780D% (UEBA)

https://docs.Microsoft.com/ja-jp/azure/sentinel/identify-threats-with-entity-behavior-
analytics

<Fusion (1BEAD#) >

*  Fusion (&, Microsoft Sentinel (CIRETRENTVSHEESTOZY I T,
COOHEET(E. BEDT/I\AIANSDRR XTS5 — hEDHL. BERNILFIAT-HE (5>
HYADITT7IRE) ZEETRE U, Fusion 75— b4 UET,

(&%) Microsoft Sentinel TOBRERVILFRAT—IEDRTE

https://docs.microsoft.com/ja-jp/azure/sentinel/fusion
125, XDRAET DIZEIE. Fusion (FAREBERD., ZDHEEE(E. Microsoft Defender XDR #EEET>

SUCEETMISNET.

Fusion OB3MEICRET 2 FREIE

1) Fusion OBRMEICDWTI(E. #IHARLERC NTT ROEESRAICTERITHET D/eHBHL

AHFIAETT,

2) B80J9H - BEUzCFBDBE(C. CFIBDT /XD [Advanced Multistage

Attack Detection (Fusion) | O Y OZBMICRELET .

22U, BEOMRTI\A ANSDT S — han3id D E0D Fusion DfFHE L. 1 DOAHTHRT/\

A ADBRUVIAHFZITOIZE L TEEMEET . 2 DU EDMRST /4 XD (B8OOI D/ EEE

Al BUL(E rTB80O0J 0%/ 88ndEx/Eestill] 2 FIBADHBEDH « TOMREDT S — KT

DUVWTHEBEDH (Fusion 7> — b)) EBEEPASTTONE T,

x [OJUE ] OHZFIFADT /A X(d. Fusion OIEEEZHT - BEITADMIRICIRD FH A
(355 / {1 R : Microsoft Defender for Endpoint. Microsoft Defender for Business.

Microsoft Entra ID P1. Microsoft Entra ID P2. Microsoft Defender for Identity. Microsoft

Defender for Cloud Apps. Microsoft Defender for Office 365)

3) Fusion (&, Microsoft Defender for Identity &[E U Playbook Z{FER U TL\BTzs. HERL

AFHT) A ZDF (T Microsoft Defender for Identity HRVMBETH D TH. 2 DULEDHHRST

INA RZ=HEBHUIAFHWTEEWEEE(E. Microsoft Defender for Identity/Fusion D Severity &%

ENNETT,

512 (X Microsoft Defender for Endpoint MY —E X & Microsoft Entra ID P2 DY —EXZ=HH
LUIA#ZDIHE. BEHUIAHFDY —E XD Severity :XE EHET.  Microsoft Defender for

Identity/Fusion @ Severity s ENNRETI,
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4) Microsoft Defender for Identity @ Severity ;8E%Z1TD#%&. [EF(C Fusion @ Severity 5%
EHBITHNSD (Microsoft Defender for Identity & Fusion D Severity ;REZERICFRET D
EFTERN) RICETERVCLSE, REZIRHWZIEKKOBBEULWZULET,

<Threat Detection>

» Threat Detection (&, Microsoft Sentinel (CAR#ETEREZNTL\SD (Preview) Microsoft
Threat Intelligence Analytics EWSHHTIL—ILZERA LT, BESFEHSEmXR(*1)SNe
CEF/Syslog izl %&. Microsoft DIFBE I DBEA T U IO REDIYFIZTL. &
BOBEN KRR I DHEE (FE) TI.
Fz. REBEZRITO LImEKRDODMRA MMFETELIZE T, YR—= K SOAR O MDE HEixllz
ZEHDIZAE(E. MDE ZHETEEMUN SNEBRZ/RET D ENTEETT,

*1 Microsoft Sentinel - TER T35 —4 RIS DFESEIL. Microsoft D Web - ~
( https://learn.microsoft.com/ja-ip/azure/sentinel/data-connectors-reference ) =3
<JEEV\, TEB5MHT CEF/Syslog FERNWHRDT/INA X ERDET,

Threat Detection ([C DWW TODEREIE

1) BFSHECT, EF2VFT T /A XADOTRERE. OJRMRS—/\—DBESVETT,
2) [ (Preview) Microsoft Threat Intelligence Analytics] DT —ILAARIE T DEDIC,
OJDREREZRELU TV MHENSHDET, b—EAIEEZSR UBENICRERTOT
<&V, INSHAOTICEFNRVES(E. ERERBINTETEEA.

3) Threat Detection ZCFIHICI2BIHBE. Sentinel A\MOJERRENMEXUEI DT, Azure D
FIFRZMZ#ERD L. Azure DFIARERECTEBRLSIZE,

3.4.4. E1EhEN/BEH3TL

NTT ROEEZRINBE#ESN/BENXIND Playbook Z/ER L. Microsoft Sentinel (GEARALEI ., &
o, BENEA/BEINUN ERE (CHEET DMNERZITVET,

BEBEODSEHI(C DT, CEWERICIRMHESND [WideAngle ¥5#—= K SOAR_EE) AL EEEREA
= ([CZWETRET]] 28RS0,
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WRTINA X BEN bl
TR X4l 710> Sl

inkbREl/ imkPREEEElR | /RO —RUtwv haE

TA)LARXF 7 > /BRBR DFT4L
 Microsoft Entra ID P1 ®

® *1 o
+ Microsoft Entra ID P2
- Microsoft Defender for Identity / ® ® *1 °
Fusion
- Microsoft Defender for Endpoint ®
o

- Microsoft Defender for Business
- Microsoft Defender for Cloud Apps ® e *1 [ )
+ Microsoft Defender for Office 365 ® @ *2
- UEBA ®
- Threat Detection ® ® *2

*1 Microsoft Defender for Endpoint & T

CHREDGAICER/UET,

—"

M D,  Microsoft Defender for Endpoint i#E#%

*2 Microsoft Defender for Endpoint ZHE CZZHDBE(CEMLUET . (EENEEEDIZE Microsoft

Defender for Endpoint ;& #EEHBDERIITETEEA.)

e INSDOMMUE. BESETHEIHNEBRLEENTE Severity (CXHUT. 75— bR UEBEIIC

KiELERT,

o  BEFEA/BEENILE. Microsoft Sentinel (CEEENEA>ITFT > NMIESFENDIBHRES & (CEH
UET, 2D, BAIFEZ(EHLCHBRERNEUES TERVNA ST MIDWTIE, BEhE

XN/ BEIFLDHRIN EIRD KT

* UEBA (IEENBRIDHDHEBEDTZE ., BIHDHZEBELET .

3.5. iEMtEEE (VESRIKIRMERE)

3.5.1. OV R GFHIRZESE

e  AHB—EXTI(E. Azure Monitor OOJ®RFHAR(E. T T 4)L b 30days S5 ZEE L 90days &
UCEELTHEDERIN., LTINS DOHREEE (CEENTEET T,
. m{RFHARISSEME : 30, 31, 60, 90, 120, 180, 270, 365, 550, 730days
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OJRFHARE. Sentinel A TDRELRD. MRT/N\ AR E(CRFHBZRET D LET
ETEEA.

(%) Log Analytics & EEmE A X —=

Data Retention

Usage and estimated costs # -
® Direciory: NTTIS27-Y=2v B 1 #PHIA MSSRSSAI2G01

Pricing Tiers

3.5.2, XLFRSNEETE

s AY-—EXTE [BBOTD/BENEA/BEL ] iz ZHBDSES. BECEEEDTS— b
PRI ENTZIRR. 77HD> MMCDWT, BEIMIICIHKRMFERD/ (XD - Uy bZITVET,

o ROBEMUNARELRGR. OO MIHDIEE. FEREBRORBICEDE,. WmARPLT7HD> b
ZAER (CXLBRIMIRE T D ENTEET .

. (B8O 2%/ BB/ EExlL] ZFALTVDIEET. BELEITHIBEEMOHF LT

WRIC, BRICEDESHRELFT.

(B80T 2%/ BEhEA/BEL] ZFALTVDIHET. BEEDOHZ D Eh BEMAHEITL

EWRC, BRICEDEH/ELET.

(VEZRAMRHE TR TEN BT BEAR BRI TE D) (F — 2]

POE] fF¥IAH i XHNERAEREV X b
R~ 2R SRS P2TOmEKRZE BIFFUDOTR | AE
BB LET (NTT ROEEZRXI(C
TH#fm)

IR b BRI | £ TDImKRZE BERTLDMR | RE
HTEDERERR) EULET (NTT RFOEEZRXI(C
T#Efi)
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FBERR SIFLERIH BBESTEEDmMARDOHES | FREDTA—N WY MMIT
SADIFRNSBRIM L E T R mE*

THOU N | EFADD LS | ETOFT AT bEEEBNL | AE
(A—5-) DIRNSFRINLUET (NTT ROEEZRXI(C
T#Efi)

2THI N 3L | £ TOTHD> BN | FE
BRAVETE DEARIR) DFRELET (NTT ROEEZRXI(C
TH#fm)

BEZHDIT> bR | BESFEEDT7 NI D | FIEDTA—X Y MCT
4+ HEHHLDO/ERNSFEIL | TRRABEFL
E3C)

1 TA—y NI R, FHE [6.1.4MURIBEYR M ZSRUTIREL,

3.5.3. BENEXE

« HUTORESENSZEEI DT ENTRETT,
1. Severity :&%7E
e Severity SREFZEI> RI-—BARNETZEELULVVGE. ZESOIEEMKENSMKFEL
K ETEE - BEVWCRITEYD,

<Severity BOEHEIUANSLEE >

- (B3OS WH/EhEA] Fizd TBE0I D/ BB/ Bl ZFAUTVDIBEET
[EEhE] /=& BEIA] O Severity sEICEBNHDHEE. BHBECEDETHELET.
o EREMFECDOVTIEHEESET, WRIV—R—FILOY—-—EXRFEBREE(CHD [£77U>
J>— bk (Severity s%EM) ] 25 0>0—RUTWZRRE, REZEHVCLEHAII—R—5
IS T 7 A IVEMTWEIZEEF T,

o BEEMNCDOVTIEHEHROEL(CENDE T, [ON/OFF] ZHFB(ICEDEIHRELFT.

e Severity B(CW/(F—2FFIRU CTWEEK CETHBETFOEZE(CAHD BB Z Eli
LEI,

« ZE Y3 Severity O/ Y —> (E[WideAngle ¥H#—= R SOAR_BEENxTLEESRIAE
([CHERMEIT]] ZZSRIIZE0,
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<JRD—REEMREIRT> RI-—F(CH U TEMSNDI I RI-TBIHNEEE>

o JIRT—RZEENMMKRERT> RI-—P(CHIDIITY RI-—TBHORSICDOVWTHECEEN
HDBEE. BRICEDERELET.
o FEMFBEICDOVNTEBEETET., hRIV—MR—FILDOY—EREBREHE(CHD 7Y >

J>— b (Severity

IS T 7 A IV W IZEE T,
e I2RI-—UEMORNBELEBF/(RD—REELRICEDEUT 2/\(F9—-2L10DFTF., *1
e IRI-PBIHDA—ILIE. HAFIIY—R—5)L (ServiceNow) ZNFDZER<. O
D7 TINTHTTP] O %EF LT Graph API @ sendMail XYW RTX—)LIXEWNZUET,

FER) | ZHFD>O- RUTWEEE, RBZRHVCEEHREIV—R—4

WHINY—>
I5H

JKARAD— REE LIREIFHA *2

JXRD— REE L IREIEGEEIF

XETA—ILT BLX

HESXICTIEETE (/) (F—> &)

KEFLRA—ILT KL R

TS—MIREULEI—T—DA—)LT7 RLX

&

HESFICTIEEHRE

HESHICTIEERTHE

%4

- 7S5 — NRER. ST LAEITD)C
AT —REZENEfENEFIN &
BRD/\(XDJ—REEE/(XD— R
[CIRDFEFTDT., BEETHXZHET
JINRAD— REEZITD T EZHEEREN
ZUET,

BN EBESFTMMEETHREZ
17572, UTORBTZEDIAD KL
SICBIABTZRTET D EZHEsE
WzUE9d,

OHBEETEZHET/IRD—REE
ZITD C EZAET KX D/RBAHINE.
QA=)LEDTENWTI—H -1
ITIC)IRD—REEZITO>TND

< JAR D — RZE FREIZGELZ
BE. PS5— MNREBCS T AR
TOIXRT— REBEHENFE
ADT, TF1YUFT+a LOBREKD.
HBEETHXZCHE T/ RD—RZEEZ
TORENHDFET,
BAABTESESFTMEETHREZ
7572, UTORBTZEDIAD K
SICBHMABTZRET D EZHEER
WzUL&E9d,

OHESFTIHE T/ XD—REE
ZITD T EZRET K SBAHAR
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AlEEMEN' DB, EE5EZERET
CENSYASEEINESN

1 JART—RZEE : [0: (JARZEL)] ZBRSNTWND. DI RI—HEM : [1:@NED | 72
RUTWBIZEICDOVNTE., BAIARBDOEENTEETY, BEELLHE. [J(RD— REERER] TREL
JEBMEZRAEC, 75— FOFRLERICK > CEIRENI DB DD FT.

*2 BESFTIBEETO/I RD— REEZRBELUZRIC, TNEVTA-ILIRESNDHEEISNE
FTDTHEMNUHTTHEIIZEN,

<#JE AIR DFERNM NG o EiZBICEMSND T R1I—TBARNEEE>

« MDE @ AIR #J[E] NG B(C, HERRFICRA MZRALZIHD> MEFEL. MFAERA—
L7 RURGBNAEEX TEMZEEXMELEF T, TOIY RI-—FBHOABICDOVWTHRE (CEEN
HdDEEF PHBEICEDETHRELES,

o EEMFBECDODNTEBEETET., hRIY—MR—FILOY—EREIBREE (CHD [ET7U>
J>— K (Severity 3%EMH) ] &#FD0>0O—-RUTWERESE, ABESLH LS HRIT—R—F
IS T 7 A IV WEIZEE T,

o EEMFBECDOVNTEBEETET., hRIY—R—FILOY—EREIBREE (CHD [ET7U>
D —k (Severity &%) | #5FD>0O—RUTWEREE, RBZEEKVZLEEHRITY—R—4
IS T 7 A IV WEIEEE T,

o IZRI—YBHDA—ILE, HDRIY—R—5)L (ServiceNow) ZNITDZ LR, Oy
OF7TUNTHTTP] O 457%EMA LT Graph API @ sendMail XYW RTA—)LIKMEVNZLET,
»  Microsoft Defender for Business Tl&. AHBEFCHRATEFTEADT. SHAZEDOETUY
J>— T [4)E AIR KEFDTIT > RI—HIBAN (FBRVZIZIFTERA. (EU BN HEXED
ZEIRTEFEEA)

IRH EA
KETA—ILT RLR | BBSHICTEETEE
EEFXA—ITRLR | PS—MRELZI-T DALV RLX
& PESHICTIEETHE
X - VS5 — RREER, SXTLAITOIAILAF v ORERSNEITA AR
DUIEN R UTZBRIBRZIDRITTE DT EADT, BESETZIBEET
DAIWNARFV ZITOICEZBERNZUE T,
BHANBEIBBESEIMERTHREZITOCH. UTORBZEDIADKSI(C
BHABZRET D EZHERNCUET,
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OBBESTIBETIOAMILARFY Y (TJILRAFVY) ZITDTEZREIT K
SIBRNE.
QI> R -KDMTRRAZHRSEL TES DBNAS.

<AIR BEEBER/TOHEE>

+ AR BEBRITOHZHFBCEIETHELTT,

o BUF(IHIHEME 5 BDIZEDIEA A —TY, 1EMNS 9EIX TOR TERERIBETI .

* AIR BETHRIE AIR KEUZEDDHTH D, I LZEDIIREIBRITHRNSEFRIIEN
N

F/z. AIR KREFEBMIRRDBLUCHFEL TLWVRWEDBE T, BRITUTBERIIURWEHIBALTL
BHLEEBRITHRMNSKRI=NE T,

2w | [ 720509 |L;]}E/EIE§JJ] 728509 |
AIR

AIR AlR 1 AIR | l AIR | |
| | | 1 I 1
1 = 0= &= 1 =
¥R B £ ey 3R Bi&IR

<JOvZUR MIRESTT IP 7 RLXDER/MEL) /FIRH L (3T IP 77 RL XDOEHIER) >

« PaloAlto [C L. TOvVIUX MR/ FBARLLEDRS. #itx IP 77 RLXDER /HikkZz 8
AICEDEEMUET,

»  Threat Detection DEHINRIHEEIRDF T,

e EKANI10IPEXTEHRCEET,
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o FEMFBEDOHOZR[FEULFET . BESHAICT. Palo Alto HENHTTPEHETIOVIUR K
ZEBEVS - BEIRRIT DIEBHREL. BUSDORD EDL HEEDRTEIHBESTOEEHHE L/IRDFT,

NTTFIECSRADE
@JOyA
BEEDAH (%) - OEHURLIEE
Prig
RE SHHL
Pl
PaloAlto O0EE ®75—-F
THSTURRT SIEM PS5—
(Prisma Access)
Fimene . @70s Iz}
+ HEEEICT, PaloAltoEDLIHEDSE MBETT.
e YuF
- ISHRARETAHS SNSRI T,
+ EEFOPaloAltolf. 10IPETRERIETY.
Treat
Intelligence
BEZEOSentinel

2. XDRR—%)URE DR
XDRR—HILEEEERR T DIHBE (S Microsoft Sentinel (CERTENMELRZ6, BHFECEDEH
EVEEEEMBUET,

3. F=AHIaRUSIOEML/ Bt
o  BERIHEFNENM/HIBRULZWT—F ORI I%Z, BHECEDETHRELET,
o HHESFICHEBROIINEDZSD. Zscaler Z(EUsHET DT —F RIS DIBN/HIG%E EE
i [RIERELE] [CTRIITITET,
o 1 EBIOEZEMKIA2p) (CDE. &KX 10 BDFT—FIRIFEN/HIBREEESZIHHTIET,
« HBHFCH-EXRHULTVWIRREHI. AMEEMECBEONRIELET,

4. BEXLRIN S — hDERRHIBR

o BESNEVS— OB ZERNAUET, FCBMDBEUEZIHMHITFET,

o EEMFECOVTIERETET. HRINY—R—FILOY—EREEREME(CHD csv T7
A& D> O— RUTWERE ABZEHVTEENRIY—R—=ILHS T 7 A JLFRT
EREEET,

. [EDR-NCS_| MSIAESZ 7S — MM, NTT ROEEZRINMEMH T S WideAngle D SOC H—E
REZHRADBE ([CIREESNDIEREL—ILICE D> TERESND 7S — M THD., TORFEZERE L.
AY—EXOREMARE UTEEBWLBRN S — MMCHEN UHEFRSNTNET,

5. BEHERoOOI DY —/)\—h5n0OE# (Log API/DCR DRTE)
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o NTT ROEBESHRIBEFHOOT RS —)\—NSDOTEDIAH (CHETR Log Ingestion
API/DCR %, BREEICEDEHRELEY,

6. BHIEEOOY hikH —)(—(CBIY 338 (Log API/DCR DNEHER
e NTT ROEEZRIBEOOJ RS —/)\—DIRT AR - BieH &) THRBCEDETEL
353_0

o BHAZT (@ FfIHD)
ERMFE TR I DAEEDVN <K DNNG SO THELFERFIC, BINEREEMRERIETY .

ESRIKIAA =1 — BEAHIAZ>D
#E SO | EE SO | Fikia

OJREFHHES — — °
BRI TE ° — °
BIERTEEE | Severity 5%7E ° ° °

XDR /R—Z )Lt EDHERR — — °

= ARTIDEML/ EE — — °

BEHLERSN 7 S — hDE R HIBR — — °

HEEOO IRty — /) (-5 nO0E# (Log — — °

API/DCR D3&7)

BHEBROOJRRY —/)\—(CEI DA (Log — — °

API/DCR DR EMER)

JOv oYX MIAEST IP 7 RLADER/ME — — °

IE) /FIALE(EfHT IP 77 R L XDEHIER)

3.6. A

3.6.1. Microsoft Sentinel (CDUL\T

o BESHCEAT-EXDRECHEELRDHED Azure BT RO VT2 3 > = TERBNZIEES
Y. TEMBNZRWEHIROUT2 3> E(C. NTT ROEE RN Microsoft Sentinel Z185E
LEY,

e LERYIROUTZI2EF BESHENERZHLESND Microsoft 365 LE—FF> b (A—D
Microsoft Entra ID BIE) TITEmUL\ZIZ<ENHDDET,
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e PBESFOUIROUUTSTI>ENTT ROEEDSRIADY I RXIUT 3> % Azure Lighthouse
(CXDEELUFET, NTT ROEEZRR(CH U THERZZRZEL LRSI ET, AY—EXDIR
HERRUET,

«  NTT ROEEZSHRINAS —EXTIRME I S Logic Apps LA D., BEE Azure 77> MM
BHUMR— b~ (BEMEZED) FAY—EXTERHEVZUNNRET,

e Microsoft Sentinel D —2 XX— X% Defender 7/R—4)LICIEHE I S Microsoft Defender XDR
MazEASNDIHZAEF. NTT RIEEZRRD Sentinel D—OAR—RX 2T 544U ELUTHEE
LET.

NTT ROEESRIANSHEESFTTIRIUTS3a>ADUY—-X (REY>> . AL —2
T—INR=RIRE) DHEROIREIMRREE 18D Tzsd, LB TROUTS 3> FTDUY —RFRK
FHEZLTZE 0N,

PBEIHXTBEET. Microsoft Sentinel Z(dUs & Uz Azure DEREZEF I B EICKD. K
S—EXNEE(CRETERLKRBAEEN D DET ., (T—AFOARITIDEEZZEET D, O
DIRFHARIEZE 9 5. Logic Apps DEREEXZEEIT D 1XE) .

Microsoft Defender XDR &%= f#l& 9 2 EDHIL—ILAB 705« J{6ENd Playbook H'1E

E(CEMELIRLVE®. Microsoft Defender XDR &= 7R UEIBE (SVEEMIEZ B LIAH <
ZE0,
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3.6.2. BR—F)\A RBOBRMSEMA - SRESRMG

¢ BUR—IFNAREH/RE UTHHEUAFHWERLIBEICE BRELT. YR— N1 RE
[CAT DR, REZ LU WK CEMBRRG LD FET,

s BEIFENET/N\AAEFADTTHDHE(C. Sentinel ZEDFT—HFIARDIIZFIFAL T, Azure
Monitor (COJ%ZED Zd+. Sentinel "OTBFHEITVET

s AY—EXTHR-LEINZT/A A& UTFERDET,

HiR—FIIA X BB/ SERN
« Microsoft Entra ID - Microsoft Entra ID Protection (&. Microsoft Entra ID P1 S5 1tZ>X
P1 TERABTEERA.

- Azure 7> M F(C. Microsoft Entra ID P1 &. Azure Monitor,
Microsoft Sentinel WF1E 9 D48 E LET,

- Microsoft Entra ID P1 & LTS5 — M RAET DT & ZFHRIICTHE <
ZE,

<) RDO—-RULY MrEDBESNEEMT D (C(E. MFA (ZEERDIE)
EREWVCIZWTWDIRENSHDFET.

* Microsoft Entra ID ®@/\XTJ— RULzwv hEIHFLEDHFE, SSPR (2L
JH—EXR/)IRT—-RULY b)) ZBHICUTVLWZEWTWVWDIRENSH D E
ER

AT LEZRX AD OIXRADT—RULzY hEHE TTHEDHECIE.
Microsoft Entra ID (C writeback ZE&EWZIZWLWTWWDIRENHDFT .
- Microsoft Defender for Endpoint Z£2#J. HD. Microsoft Defender
for Endpoint :@#%ZCHLEL TLDIHETFK(E. Microsoft Entra ID P1
DI&FN% MU H—(C. Microsoft Defender for Endpoint B BTN E)
ELZET, *1*4*5

- Microsoft Entra ID P1 Tl& UEBA MEMINRWNEETE UEBA #kE
BMCWEUET,

- Microsoft Entra ID + Microsoft Entra ID Protection (&, Microsoft Entra ID P2 5 1tz>X
P2 EBREOHBESENFIRTETIHWEETT .

- Azure 7> MEZF(C. Microsoft Entra ID P2 &. Azure Monitor,
Microsoft Sentinel iMFE I DHEKRELFET.

- Microsoft Entra ID P2 £ LTS5 — M RAE T D & Z2FHRIICTHEE <
ZE0,
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)R —- KUY MrEDBESNEEMT D (C(E. MFA (ZEERDIE)
EERTEWZIZWTWDIHENSHDFET,

- Microsoft Entra ID @/{XTJ— RkUtzv hEIHLEDHE, SSPR (2L
INRDT—RULYR) ZBMCLTLZEVWTWIHENRHDFET,

- AZTLEZX AD O/INRAT—RULY hEHEBTIHEDHBEICE.
Microsoft Entra ID (C writeback ZE&EWNZIZWLWTWDIHENHDFT,
- Microsoft Defender for Endpoint Z22#J. HD. Microsoft Defender
for Endpoint @£ Z CHLEL CTL\DIHE=FH(E. Microsoft Entra ID P2
DIEFN%Z U —(C. Microsoft Defender for Endpoint B & ULNE)
ELUET., *1*4%*5

- Microsoft Defender | - Microsoft Defender for Identity ST X ZHFETHINENSHD
for Identity x93,

- Azure 3> MECF(C. Microsoft Defender for Identity &. Azure
Monitor. Microsoft Sentinel HNMFET DB ELET .

- Microsoft Defender for Identity TESRMRDA> T L XD Active
Directory B —/\—(C(&. BESF(CT Agent (Z>H—) i1 =)L
SNBEMELESNTLDIRENSHDFET ., Microsoft Defender for Identity
EUTTPS— MO RETDZEZFRICTHERSTZEUN,

- JIRD—= KUty hMREDOEFMUZEMT D(C(F. MFA (ZEZRRIL)
EREVZREWTWDIRENRSHDET,

- Microsoft Entra ID @/{XTJ— RUtzv hIHLEDHE, SSPR (2L
IJH—EXR/IIRDT—RUtY b)) ZBRCUTLEREWTWSIRENR DD E
ER

AT LEZX AD O/INRAT—RULY hEHBTIHEDHBEICE.
Microsoft Entra ID (C writeback ZEREWZIZWTWDIRENH D FT .
- Microsoft Defender for Endpoint Z£2#J. M, D. Microsoft Defender
for Endpoint E#%& CHE L TLDIHBEEF(L. Microsoft Defender for
Identity D#&&1%Z KU —(C. Microsoft Defender for Endpoint DB &)
SUNBELETT, *1*4*5

- Microsoft Defender | - Microsoft Defender for Endpoint Plan2 S/t X =HBFE5TH D
for Endpoint EHRHDET,

 Microsoft Defender | Azure 77> MECF(C. Microsoft Defender for Endpoint &. Azure
Monitor. Microsoft Sentinel NFE S DB ELET .

for Business
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- Microsoft Defender for Endpoint TEZRIRD Client ik (C(E. B
TXICT Agent "ETEMESNTVSIRENHDET.

Microsoft Defender for Endpoint & U TS — MREET D E=EA]
([CTHERLSTESLN,

- Microsoft Defender for Endpoint (&. B DEEN S D FEIN. AH—
EXTIE [7>F I+ )LA] T[EDR] D 2 DOMEEICK > CERZITLET,
% Microsoft Defender for Business ([CDUL\TI&. 52 Endpoint Plan2]
Z/z(Z TEndpoint] % [Business| &EFEAHEXTFE0N

- Microsoft Defender | - Microsoft Defender for Cloud Apps 51> A& BIFETHINEN
for Cloud Apps HNET.

- Azure 77> MEEF(C. Microsoft Defender for Cloud Apps &. Azure
Monitor. Microsoft Sentinel H"FE 9 DK & LET,

- Microsoft Defender for Cloud Apps ELTF7S— M RET B E%E
FRICTHRTIZEN,

- JXRADT=RULY MR EDEEMLZEEYT D (C(E. MFA (ZEZREREL)
EREVZEWTWDIRENSHDET,

- Microsoft Entra ID @/{XJ— RUtzv hIHLEDHE, SSPR (2L
IJH—EXRIIRDT—RULY b)) ZBRCUTLWEREWTWSIBRENRSHDFE
ER

cAZTLEZX AD OD/NRDT—RULY hEHBTIHEDHBECE
Microsoft Entra ID (C writeback ZE&EWNZIZWTWWDIRENSHDFT,
- Microsoft Defender for Cloud Apps (&. E(CBREIRAES v R—IT &
HOHRENH D F I, AT —EXTE [BREIRA] OMGEEmLUET,
- Microsoft Defender for Endpoint Z£2#J. HD. Microsoft Defender
for Endpoint :##% CHLE L TLBIHBE XL, Microsoft Defender for
Cloud Apps Mi&%1%Z kU —I(C. Microsoft Defender for Endpoint @
BEIANEIELET, *1%4*5

- Microsoft Defender | - Microsoft Defender for Office 365 Plan2 S/ XAZHFHFETHD
for Office 365 WEHRGDET,

- Azure > MECF(C. Microsoft Defender for Office 365 &. Azure
Monitor, Microsoft Sentinel WF1E 9 D18 ELET .

- Microsoft Defender for Office 365 EUT7S— b\ RET DI E=ZF
A (CCHEER T2\,
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- Microsoft Defender for Endpoint ZZ2#I U TWLWDd3HE=F(Z.
Microsoft Defender for Office 365 M#&*1%& ~'JH —(C. Microsoft
Defender for Endpoint DBEEIFUNEIELFE T, *1*4*5

- UEBA *2 - UEBA OFIAIC(&. Microsoft Entra ID P1 or Microsoft Entra ID P2
OOJIRENREAELRDET. Dz, Microsoft Entra ID P1 or
Microsoft Entra ID P2 SA > AZHRHETHDIVENHDFT .

- Azure 7> MEEF(C. Microsoft Entra ID P1 or Microsoft Entra ID
P2 & Azure Monitor. Microsoft Sentinel BMFEIE I DR ELE T,

- Microsoft Entra ID P1 or Microsoft Entra ID P2 & LTS5 — MO
I3 EZFBRICTHRIZEV,

- Microsoft Entra ID P2 MOJWED DS, AHEEDOMRERDD(E
Microsoft Entra ID P2 @ AuditLogs. SigninLogs Dd+C. Microsoft
Entra ID Protection (FZBHRE(FRDFE A

- Microsoft Entra ID P1 MOJIREDDSE. AHEEDHR DD
Microsoft Entra ID P1 @ Audit Logs. SigninLogs T9d,

- Threat Detection *3 | «- BETENSEHEXINBZOTM. CEF X H Syslog FERDHBE (.
Microsoft MRBEIDEBREA >T IS IT > AEDIY FIRERICMZ T,
SRR ENBHENE T, (EDFT/INA X, WORREILTZH. T+
UZ« 7 )\ XTD Action DFER)

- BESTEMSEHXREINDZOIMN. CEF FZxh Syslog X DIBE. HD.
MDE ZZ#)L TWWBIBE =K. Threat Detection D&K= MU H—(C.
MDE OEEMASEELFT. *1

- BRETFENSEXRESNDOIM. CEF FER/Syslog FZX TRWEE (. 1B
HMENFEE A,

- BESFHICT, BF2YUTA T /A ROBYROTEERE. Ok
H—)(—DIEE & Sentinel AOOJEEETENNE T,

- Threat Detection MEZ)(F 1 DTE., EHOLTF1UFT+F/\AXDO
2% Sentinel (CERIXL. 75— MNBAIZZITERDZENTEET,

*1 Microsoft Defender for Business & (R EE A

*2 7)\A XT3/ < Microsoft Sentinel ((FRETRESN TS I—Y—/IT> 7« T« DITEINHO
SwITY,

*3 F)INARXTFRL<, NTT RIEEZHRRX YR—CRSOARDAZI1—%TY,
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*4 Microsoft Defender for Endpoint i#&85, Microsoft Entra ID ([CEERESN TS 1—H —EiREE
BLFEI., CDfedh. IRAMDOOTAEFCHIAL TOSIERD Entra ID (SEESNTULRWNES(E
FIRALUTUVWERA MERFETE Rz, Sz T IENHERE R A

*5 Microsoft Defender for Endpoint E#(C DUV T, Microsoft Defender for Endpoint ME &)X
ZIEUSBEMESEIZSH. BRSFREBELCIOUTCFI—ZIMMEBELRDGENDDET,

3.6.3. Threat Detection CFIBDER DRMHFEMH

Y ©iBAI
- @F v R X = ®
Ta internet ) servicenow. — ' '
= PEEEyE
HE=FABE Sentinel
Zscaler J J ‘ » e
( rsyslog | OURLOY > < @T1 map » MS TI Analytics
Agent * (MSDizHE)L—)LER)
"\ Advanced MDE
‘ Hunting (FRR H3aiR5e)
]
U™ 4
Iﬁ | < iz == < @I ILAXF V> +AIR(BEER)
L=} a) XLk Th=E Al
b)*TAUNG=bRRE= 184
v BE=FIRE Defender for Endpoint

<OJ%#S—)\—DEMH>

o OJHS—/(—(F BRSHICTHEYSHRE., HIFERINDIVENSGDFT, FEOTE UTF
DOOJVE#ZSIRUTIIZE,

o OJ%H—/)(—F EFa1UFTcFT/A R 1DICDE, 1 DoOJ kT —/\—ZBRIDEx
BEDHUFET, BHOTF1VUFT 1T /A RD0OT% 1 DOOT Pk —/)\—(CERX UL TEEDHD T
EBETEFIN. UTORZBRELTVWEREBENGDET,

@ Microsoft Sentinel "SR T. EDF1UFT AT /A ANSKESNTEEMRFEIT D&
N TEFEEA. (Microsoft Sentinel Tl&. EnOJHfkH —/\—sOTMXREETNTELEN
it cEET, LIzh > T, OTHFMY —/){—DIRX R2ZEDODNDPI L L THEL ZEZHEEL
TWEY)

@ CEF & Syslog TOONEEBE L CHAN SN HDET,

CNUHEV. BUHRBDT 5 — MBRIA —)LOEADOMAIITIOND Z &SR0 FT,

<OJZE4>
«  BUFooO4%. Microsoft Sentinel (COJ%mX L T</Z& L\, CEF/Syslog FZRDAHFHBR—
SUESER
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OJ0iEsE | EBXOEHE OJ1E8 2
CEFDIFE | WITNHWE - RequestURL fB(C TRequestURL] Z7z=(a DestinationIP] MR &
- DestinationIP E—ANEENDLIIGERELTLSEEL,

CoOJRRETERNE, DO Y (Microsoft
Threat Intelligence Analytics) "RIGE 3. AN E
Ao

* [RequestURL] D& RA1 > DFHTIFR< TILILX

MDURL &EXBT &,

WIHUDHERR - SourceHostName | 7/RX MERIFE (CERASN DT, BE=FN Threat

- SourcelP Detection T/RX bt EOIHZS(E

- SourceUserName | [SourceHostName| Z/z(d [SourcelP].
[SourceUserNamel DWWITNMNTENKETT .

BU. COOTMRETERNSATE MDEDOJRRE

[CTRRA MERIFENIEZ A FT .

BENICfS - Computer OJ ikt —/)\—&

* Threat Intelligence 7347)L—)LTIEEDNRVO,

A—=)LICEHEDZHICHETT,

A—=)UFATD 2 BEHDFT .

Q7 >— MBHIDA—)L (73R - #2HEkFEF)

QUIMHEBAD A —)L

- TimeGenerated
Syslog @ | WA - Facility fBIC"cron" MR ESNTWLWBOJICH LT, /O v o
=) (Microsoft Threat Intelligence Analytics) H'&itUL
T, BAAITONET.

- SyslogMessage fB(C. NBE5%EM URL] Fzld EEXDIP 7RLX] D
PR EE—ANEFNDLSICTHELTIZEL,
BEIICS - Computer OJthiktr—/)\—%&

* Threat Intelligence F34JL—JLT(IEDIRNS,
A—=)LICEHEBZHICHETT,

A—=)UFATD 2 BEHDFT .

D7 S — MBHDOA—)L (RER - #L4RFRA)
QUIHEBAD A —)L

(&%) Microsoft Sentinel ™{14#% URL (https://learn.microsoft.com/ja-jp/azure/sentinel/use-

matching-analytics-to-detect-threats)
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<OJfHEEEs>
NH*—Z R SOAR Tl CEF/Syslog ERDOTERELIZEEIC, UTOEET. OJDREHSZ
BESHRICA-ILTEAUET,

«  BHMR:1HIE
« BAANS :1BZ &0, OJREASE. OJRMY—/(—Z&CFR

COOJEEBIHIDA =)L ZHBESH(CTHRI D ET. OTNMIER(CEXEM. Microsoft Sentinel
(CRFSNTVDCENERTEEY, Fo. OIDBIHICDRVNEED, POCKR> TLIHEEER. &

BEFEOTF1 YT+ T/ A RO Y — )\~ (CREENMRELTVDZENEZSNEFIODOT. o
R<IZELY,

Fiz. #F/H (180 B) OJZENRVWOTH#MY —/)\—(IBE THRNSHIBRLET.

ZiZU. OJREFHRNEEEINTVDIHES. BRIDER(E 180 HETERDET,

A=A A=

TO: (ZVo— HBEMZEEELD)

FROM : (75— MHERODEET ERD)

TITLE : O2F#6E4 / Log count notification-[ BEHEHS]

A

BEIEN

FZENTTROEESFK AT —EAZCHAWVCEEHICH DA ESITTNET,
B4R Tco&OJPHY —) (-S04 BHMsE0N e UET,
- O —)(—dComputerts

Cef: OO

Syslog: OO

- O —)(—dComputerts

Cef: OO

Syslog: OOfF

- OJ % —)(—dComputert

Cef: OO

Syslog: OOfF

3.6.4. RA> b

o MRATbBER FREEBEORBES LUOEMICHBEERDEM T, AY—EXDATZ 3> [VEEMK
FRA> B TE 5RAS MBI TEHVWZREITEY.

« NTT ROEEZSERR FaVUFT« 7 RI\AFU -5 (TEEKEZEMT DERICE. /RIS
UTRA> b HELET,
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o EATSUICIEIRAZ MIEENFHADT, BERBESFXEIATS 3> (EREMLER1> NE
m) =Wz ZEILKD, BARITESNDRA > MRZEBIWEIZITETS,

. [B&00 747/ BEhEN/ BExL] DOMEEZ 1 7/\A ATEZZ NIV IBEETEE. &bt
TAT> 3> (FEEMGEERA > MBI BRIV ZEZHELTHBDET,

- [BE3OJ9W/ EEnEX/ B8] 2ZHADBE, 75— hORERTPOCSBE S FREOERRK
RITIEC T, BERGBRIN 7S — RODEER. Severity sREDEERE, ZIELTEZENBE LD
BENSDET, CNSDREZEZITOMRICIE. RA> hNEHE T IEEMBEZRF <L
ENBDFET,

o ERKFERA > hZEITEHWZZEVWTULRWEE, FGFHBRICEMR > MARVES. HRSY
N—MR—FILDSIEEMRBEERBEITDCENTETFERA. TDBE. FEDVS— MEHZINFEI Uz
WHDWIEEUARBTEZEE LW EWD LS BE(CH U T, EEARE(C K DREZEZR N
Eh TSRV AREEN D D FE T,

o RABME BESEMEEMBEORFZITV. TF1UTo 7 RINAPFU -5 —(CTEERN
BB UARUCKATHEINE T . FERS - BEEOMEREICKD. HERIEENITH
N, ZEMNENDZEEBHDFET,

o RAZMEFARMBBEFRZEZEERCHET (BALEGABEAMATEA 1 BICHKT) an. HEEN
RO TEMRA > MIZDAXKRICKIUET . ERA > MEARAIN—IR—F)L L THRITDIZEN
TEFE9,

(BE) DRII—R—=FIAA=2

H HELEHE TEZAEIA r—Z—% Flows Y- AREER Thov FEE~
ocomo Business

=L > FAVHER

= R ¥ HEE

COT7NE—FEALIEA Y FEROLI-FRERBDERA.

3.7. B—EXLANIL

s ABY—EX(E SLA/SLO DESH(EHDFEE A
«  AY-—EXTE BBOIDH (BBOJIE *1) HEOESEHOEREROERZE. T+l
FTATRIAF Y- H—(CTHTVET ., COWROHEEG. E¥HC1H1IEBEUET,
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*1 Threat Detection (. BEIOJUNEMEEZIRME L TULVRLZe, BEIOJUNEMEEDIERE DR
TVWEEA.

EEMHERORBFERELUT. OJHSBIHDA—)LZ 1 B 1 EXfFUEIN. AP—EX(CLDIE
BHOERFITLEREA.

3.8. iefitithis

e HBHAEADZEA. "MOBAEARNTOEZNZ[MRELET,
XEY—EXTENTT ROBESRZAADIEE LT, BEETE Azure T3> M Microsoft
Sentinel % Japan-East U—=3 > TiBELUZEY,
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4. T3 - SER
4.1, IS

4.1.1. FETSE

AH—EXOTITEOREFAE. UTFERDET, WROBR— /A XCDNTIE 3.4 BEEE—E |
ZSBRUTLIEE0,

RtTSE—8

pag | I% Hifs1 IR ERAFZRE
BEAREE BEARRETS 2244 Sentinel 2 e
NworyD | OIN\woOF7vTTH 224 Sentinel £ ZE
FIFRTE FRAREIS (OJRE) FIAX OJIR&E] OYR— b/ X | Fi/EE

FRRETIS (B8OIDH/ | /10X [BE0JD/BENEM] OY | #R/EE
EE3EEN) Sl S A 78
XUEBA OEEOTY—XiEN

FERETSE BFOINN/ | /44X [BEI00D1/ BENEX/ BB | #Rk/EE

B EhEA/ B EhTL) Nl OBYR— 7)1
HELE REZEIS (OJWNE | 7/0X - Microsoft Entra ID P1 Pl
Configuration (¥EZE) « Microsoft Entra ID P2
- MDCA
REZEIS (B8OJ534 | /N1 X | - UEBA ZE
FEOJYV—-RZEH) P

FIFHIBRERTE | FIAHIBRSRETS (OJIRE) | 7/0X OJI&E | OBR—hF)\A X | BE

FRHIBRERETS (B80T | T7/\0X [B80J0%/ B8EMN] oY | £E
i/ B EhEA) AN 974

FAEIRRETS (8800 | /10X (B8O 01/ BENEX/ B8 | BE
I/ B ENEA/ B ENHTIL) ] oBR—RFINA R
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TETY.

W IERTEDEE (J\woT

<EREKEIE>

H—EXMEBICHIED. BREREZITD
<O9N\wvor7wITIE>
H—EXBEBEICOTD/I\voT

Z OFF (CF D) ZRLESNDIGEICREIDIIETI,
OoN\w o7y ITTHECLDI\yTF7

FIARBIC, N\vTT

W 5%

® décomo Business

W% ON (CF D, FEIEONICLIEBD

E%& ON & UMEISE&00JREFMMIE 12 €] TY ., WHR
v IROOITHNRLRDET,

U\ o7y TigR—8
- Microsoft
+ Microsoft
- Microsoft Defemiler s - Microsoft - Microsoft
Ky HT7Y T His Entra ID P1 Endpoint . UEBA * Threat
4 v . Microsoft Defender for . Microsoft Defender for Defender for Detection
Identity Cloud Apps Office 365
Entra ID P2 Defender for
Business
SigninLogs PY
AuditLogs PY
AADServicePrincipalSign PY
InLogs
AADManagedIdentitySig PY
nInLogs
AADProvisioningLogs Py
ADFSSignInLogs PY
AADUserRiskEvents PY
AADRiskyUsers PY
NetworkAccessTraffic PY
AADRIiskyServicePrincip PY
als
AADServicePrincipalRisk PY
Events
SecurityAIert o [ [ ) [
McasShadowItReporting °
AzureActivity ®*
SecurityEvents o*
BehaviorAnalytics Y
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SecurityIncident PY Py ° ° ° )

CommonSecurityLog

Syslog

*UEBA MBEEIOJ D/ BEBADMSRE LT, RO [AzureActivity] [SecurityEvents] ZHER
UVIAH ENTEIHZEDHIIRT Y,

<FAREIHE>
[OJWR& . (B8O Df/BEnEH ). [BE0J 01/ BENEX/BEL ] = sAFCHRTD
Ba. Feld. ABRCHAENT DIBECREIDIIETT,

UEBA OEEOYY—X%= [BEOJDH/BEHELH] OFERELVEWEEDIEESHET .

<HEZETZE (OYNE Configuration 8 EZE) >
FERDTI\ARCDNT TOVRE] ZFELTLBIHBET. Configuration ;REDEE=ZHLEINDIH
BICREIDIETY,

XDR {£9 3 & [Cloud Discovery Logs (Preview)| M7 —4 (FUESNTULBD T, ZE SO

(CHIFD [OJUNE Configuration 32 FZE : Microsoft Defender for Cloud Apps
[F. BUAHAREERDET,

<ERTEZEITE (B30I £F2EO00Y —XZEE>
[B&009H/ 8881 @ UEBA ZFIBB L TLWBIBET. UEBA OFROTY —XICEENNERNS
SBICREIBITETY,

—EDORUAHTEEWNCEL, REFLZEFWHRINETIHAROTY —XOHFHNFEEA. %
DTHE 1T/ A RELTRWVET

<FIRHIBRSEETE>
[OJIRE& | [B80IJ D4/ BEEAN ] [BE0JDH/BEL] ZFALTNIHBET. TOFAZP
HDHE (KO—EXBHROEZIHHE) (CREIDITETY.

4.1.2. TH(CHIIERER

<P)HARERy (¥R IsH) >
NTT ROEESKRABITEIUTORE (IF) ZXRMELET.
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s BIXOUTS3>% (JEBIE)

o UY—=RIIL—TERk

* Log Analytics 70— XR—X{ER%
e Lighthouse 1&#ts%7E

« EZ%8A Logic Apps 0O+

HHARER (s TE) (CBRUT. BESTICEBACUTOEEZRBVNZE BB HDFT,

. [YH*R—Z K SOAR_NTT Com TEA7HD> hEREH A R_WideAnglePS| (CEDZE. T5H
D NTT ROEEZSRIFAIZ DT> bOVERK.

o IRHHEE TBEIOYDW/EENE/EEXIL] % [Microsoft Entra ID P1]. [Microsoft Entra ID P21,
[Microsoft Defender for Cloud Apps]. [Microsoft Defender for Identity]. [Microsoft Defender

for Business] SKU [Microsoft Defender for Endpoint] DWLINHDIERT /A ZCDWTHEL
AFDIBET. TRAHERAIR - KRR NER] %= [BRIFT MR TRIRSNZIBEORMGRERAIRR -
R N,

«  Threat Detection Z2#)9 31E&(F. BESFDOEFI1UT 1T /\A R EOT RS —/\—DHREF. H
BEIFICTEMBEETEY,

e Threat Detection (CHWT [OJREF] OHEEITVET ., BESFDCFIVUT AT /IN\AATOTESR

£t NTT RIOEEZRX(Z Sentinel £ T CommonSecurityLog. Syslog Z#:2 UOJMMRF SN
TWBRZEZERUET .

[Microsoft Defender for Identity | Z&HH UIAHFSNIEIHBE (. [EEIFEfF] DHETR
D&Y,

VIHARB TS (E. BRIAS(CTEESNMEREHFICITVEYS., 2Dz, BEID/BE)
B/ EELOUE, OJHEBA*1 OXRAHMBEAREZRRNSHIGESNDHBENHDE
9. (BRIX—IR—=BIADTOLA(F. HHBEHFLEEUECAREERDET.)

*1 OJ4E0@EAN(E. Threat Detection ZERUIAATCIHBEICE[FENBIA—ILTT,

<EEIE>
AY—EXOZEETERIC, ¥HREE EEk. BH UIAHFRE(C K DRFEAERARR - /R hMEREdH
BIFATHRBCIZEFTT.

ZETEE FAZ(CTEESINZEETREHAICITVE T, €Dicsh. BERIACTHEEIC
B UIAENEB 8D/ EENESN/ B EFLONIE, OO HEEL*1 ORGHEEHFLEHFIH
SHEBEINDIEENEDET ., Fic. ZEHIA(CTELE UIZBE#Dih/ BEnERN/ B E Lol
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B, OJMEEN*1 DX (CDVNTHE. BAEICTEESNLEEEALHRICITVWEI DT,
ZEHFLEHFICELESNBBENSDET,
*1 OJH4E0B50(E. Threat Detection ZER UIAATEIBE (X AETNDBIA—IL T,

<BELLTHE>
AY—EXDELE () DBaE. [OJ1RE/BE80OT 01/ BENEX/EENNORTE FEHIBR] F2E
[OJREREDHFEL. BEIOT D/ BENER/ BEIXLDRTE (FEHIFR] NSHERVZIZEXT.

AY—EXDBREIETHIFC, WHMEBRICREVCZVWEIERO NTT ROEESRIAFMAI LD > SOOI
7, BESFACTEBNZLEET.

OJ)\w 7w TD%E (ON/OFF) (FHIBRESNT BDELERDET, AHS—EXDEELEICH#
Wag/\w 7w FEFES OFF (CULIEVWEE(E. BRICEERIANMNETY,

Log Analytics D—2XRX—X(&. Sentinel S THIAL TL\DAJREMN D IzbFEIETETI(E
HIBRWZUEE A

BRIETE(E. BIEFAECTHEESNIREILLAEZADZEBLUE(CITVEY. €D, HRY
N—R=BFINADTICA AR ERDEIN BEID/BENEH/BELNFEILEREHDE
HUBEMEENZBENHDET.

Flo. BIERLEROZBMUENS NTT ROEESRIFAI DT> MHIBMEEEE TIC. NTT RO
EESR AT I DEIETEDIH, BESHTFT> MMCOT 1> UEEZERBLIZULE
ER

4.2. #FEXTR

AY—EXTE. AU —EXTRRH TS Playbook #EEDIERMUHRDIZSHDEROZ Y J*NSREZ
AU TIBEY, VERMRFEIR EDXIGRICHIENRON D EFB ZIRIN U ILIHFE. FEEBESETLDBED
BEVWVEDEZWERWEBEIC, AEZITVLTOMISGZTNET.

e WECLUT NTT ROEESRIICTRADABZEML . BEESHMENZHZESEEF1IUFT+
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